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NOJOXKEHHME
06 oGecHeyenIy 6e30MACHOCTH ABTOMATH3HPOBANHOH HH(OPMAINIOHHOIT CHCTEMbI

1. Obuque nonodceHuA

Hactosmee Ilono)keHHe ompenenseT TpeOoBaHMS IO obecrieyeHnio  0€30MACHOCTH
ABTOMATH3MPOBAHHON HHPOPMAIMOHHON CHCTEMBI (mamee - AMC)B IlpodeccuonanbHoM
06pa3oBaTeIbHOM —~ YaCTHOM  YHUPEXKACHHH <<XVILO)KECTBEHHO—FVMAHI/ITPAHBII?'I
KOJUIEDK» (nanee — Komnemxk).

AVIC mpencrasisier coboit IT-cucremy, nmpefHasHau4eHHYIO I aBTOMATH3alHH TIPOLECCOB
dopmipoBaHus, 00pabOTKH ¥ aHAIN32 HH(OPMAIIHH [10 OCHOBHBIM HANPABICHUAM AESTEIEHOCTH
Konnemxa.

OCHOBHBIMHU ()yHKITMOHATEHBIMI BO3MOIKHOCTSIMH AVIC Komnemxka sBISIOTCS:

e (opMuUpOBaHHE, XPaHEHNE U OOHOBJIEHNE CBEICHUI O CTPYKType yueOHBIX nonpaznenem«lﬁ
Konnemxa;

o (opmMmpoBaHHE, XpaHEHHE H OOHOBIEHHE CBeJCHUI O IIPeroJaBaTelbCKOM COCTaBE U
CcOTpyIHHKAX yu4eOHbIX Tonpasnenenuit Komemxa;

e (opmupoBaHME, XpaHEHHE U oGHOBIEHHE CcBeleHHH 00  yueOHO#  Harpyske
TIpEIoaBaTeIbCKOro COCTaBa;

e (opMuUpOBaHHE, XpaHEHHE U OOHOBIIEHNE cBelleHmil 0 HaydyHOH M ydeOHO-METOIMYECKOH
TMIPOMYKIUMK (METOAMIECKHE PEKOMEHIALHH, yueOHble T0COOHS, MOHOTpadHH, Iy OJIHKAIN)
TIperoIaBaTeabCKOro CoCTapa;

e (QopmmpoBaHHE, XpaHEHHE W OOHOBJICHHE cBemeHuil 00 00ydaroIMXCs, TPOXOISIIHX
o6yuenue B Komnemxe;

e (opMHEpOBaHHE, XpaHEHHE M OOHOBIEHHE CBelleHMII 0 pe3yjbTarax y4eOHOTO Ipouecca
(MTOTH TECTHPOBAHMS, SK3aMEHOB);

e amanuTHUeckas 00paboTka HHGOPMAIIH O MPOBEICHIN yue6GHOro mporiecca Kak 3a OTIETHBIN
[epHOI, TaK U O TEKYIIIeil AesTeNbHOCTH yIeOHBIX nozpasaeeHuit Komremia.

B xavectse nHpopManu, moexarteii samure B AKC Kounnemka, paccMaTpUBalOTCS:

e TIEPCOHAJILHBIC OaHHBIC HpeHOILaBaTEHLCKOFO cocTtaBa M COTPYOHHKOB y‘1€6HBIX
noApasacICHUH,
e JICPCOHAJIBHBIC OJaHHBIC o6ytla}0umx051, MPOXOAsIINX U IpOoImeanInx O6yT-I€HH€l
e TIEPCOHAJIIBHBIC OaHHBIC aI[MI'IHIfICTpaTHBHO-XO3$[I\71CTB€HHI)IX HOJIpElSlIEJTEHHfI.
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IIpu obGecneueHun 06€30MAaCHOCTH TMEPCOHATBHBIX JAaHHBIX B MH(POPMALMOHHOM cHucTeMe
Koemx pyKoBOACTBYETCSI CIEIYIOIIUM: BBIOOP CPEACTB 3aIIUTHl WH(GOPMAIMH TSI CHCTEMBI
3alIUTHl TEPCOHAIBHBIX JAHHBIX; OIpEACIEHUEe THIAa Yrpo3 Oe30MacHOCTH MEepPCOHANbHBIX
JIAHHBIX, aKTyaJIbHBIX JUII MH()OPMAIIMOHHONW CHUCTEMBI, YCTAHOBJICHUE U OOECTICUeHHE YPOBHS
3alUIIEHHOCTH TEPCOHANBHBIX B HMH(OpManuoHHOW cucteme mnpousBoautcs Komnmemkem B
COOTBETCTBUU ¢ TpeOOoBaHMAMHM K 3allMTE IMEPCOHAIBHBIX JAaHHBIX MPH HUX O00pabOTKe B
UH(POPMALIMOHHBIX CHUCTEMax IEPCOHANBHBIX JAHHBIX, YTBEPKIEHHBIX IOCTAHOBJICHUEM
[TpaButensctBa PD ot 1 HOs6pst 2012 1. N 1119.

OCHOBHBIMH I'PYIIITaAMHU YTPO3, Ha IIPOTHBOCTOSIHKE KOTOPBIM HAIPABJICHBI LIEJTH U TPEOOBAHMS
0e30IMacHOCTH, ABIISIIOTCS:

® yIpO3bl, CBS3aHHBIC C OCYIIECTBICHUEM HECAaHKITHOHUPOBAHHOTO JI0CTyIa (03HAKOMIICHHS) C
uHpOpManueH, coaepKaliell CBEIEeHUS O TMEPCOHAJBHBIX JaHHBIX pPAa0OTHUKOB H
oOyyJaronuxcs, mpu ee 00paboTKe U XpaHEHUH;

® yIpo3bl, CBA3aHHBIE C HECAHKIMOHUPOBAHHBIM KOMHMPOBAHUEM (XHILEHHEM) HH(OpMaIu,
coJiep KaIIei CBEACHUS O TIEPCOHATBHBIX JAHHBIX PAOOTHHKOB U 00YYaIOIHXCS;

® yIpo3bl, CBA3aHHBIC C OCYIIECTBICHUEM JIOCTyNa K MH(OpPMAIMU, COACpIKAIeH CBEACHUS O
MEPCOHAIIBHBIX JTAHHBIX PA0OTHUKOB M O0ydarommxcs, 0€3 pa3peieHrs Ha TO €€ Bajeiblla
(cyObeKkTa rmepcoHaNbHBIX JaHHBIX ),

®  yIpo3bl, CBSI3aHHBIE C HAPYIIEHUEM MOPsI/IKA JOCTyNa K MH(OpMAIHH, COIeprKalliell CBEICHUS
0 TIEPCOHANBHBIX JTAHHBIX PAOOTHUKOB M 00YyYarOMIUXCs, IepelaBaeMOi 3aMHTEPECOBAHHBIM
JULIAM;

e yIpo3bl, CBSI3aHHBIC C MEPEXBATOM HH(OPMAIIUMH, COAEPIKAIIECH CBEACHHUS O MEPCOHATBHBIX
JTAHHBIX Pa0OTHHKOB M OOYYaIOUIMXCS, U3 KAaHAJIOB Iepelauyd JAHHBIX C HCIIOJIb30BaHUEM
CHELMATU3UPOBAHHBIX IPOrPAMMHO-TEXHUUECKUX CPENICTB;

e yIpo3bl, CBA3aHHbIE C TMOTepe (yTrpaTtoi) wuH(OpManuM, coxepKaliel CBeIeHUs o
NEPCOHANBHBIX JAaHHBIX paOOTHUKOB M OOY4YaIOUIMXCs, BCJIEACTBHE COOEB (OTKa30B)
IIPOrPaMMHOTO U allapaTHOro o0ecreueHm s,

® yIpo3bl, CBSI3aHHBIC C BHEJPEHUEM KOMIIBIOTEPHBIX BUPYCOB M JPYrOro BPEAOHOCHOTO
IPOTPaMMHOTO 0OecrieueHus;

@yHKUIMOHATbHBIE TPeOOBaHUS O€30MaCHOCTH OXBATHIBAIOT!

TpeOOBaHMS K OCYIIECTBICHUIO ayIuTa 0€30MaCHOCTH;

TpeOOBaHMS K 00CCTICUCHHIO TTONTMHHOCTH CyOBEKTOB 0OMeHa HH(pOpMaIuei;

TpeOOBaHUs K KpUIITOrPaPUIECKOM TOIIEPIKKE,;

TpeOoBaHUST K 3amuTe WHGOpPMAIIMU, COIEpIKAIIeH CBEACHHS O TEPCOHAIBHBIX JTaHHBIX
pabOTHUKOB M 00YJArOITUXCS;

TpeOOBaHUs K UACHTH(PUKALNY U ayTeHTUPHUKAIMK TToab3oBarenei AVC;

e TpeOOBaHUS K YIPABICHUIO 0€30MaCHOCTHIO;

e TpeOOBaHUS K 3aIUTE CUCTEMBI O€30MACHOCTH.

2. OcHoenble hynkyuonanvhovle so3moxcnocmu AUC, ceazannvle
c obecneyenuem dezonacnocmu (3auumoii uHghopmayuu)

2.1. 3ammTa JaHHBIX TOJIB30BATEIIS

AUNC pomxHa OCYHIECTBIATh (DYHKIIMU M TIOJUTHUKY H30MPATEIbHOTO (IMCKPEIIMOHHOTO)
yhnpaBieHusi JoctynoMm. M30upartenbHoe YIpaBiIeHHE JOCTYIOM JIOJDKHO TPEIOCTABIIATh
BO3MOXXHOCTh OTPAaHMYHMBATH W KOHTPOJIMPOBATh JOCTYIl K CHCTEME W K HH(pOpMaImm,
cozlepxcamefz'l CBCACHUA O ICPCOHAJIbHBIX TAHHBIX.

Kaxnpiii Ilons3zoBatens, mnblTatomuiicss noayuuTs jgoctyn k AMC, cHavana noikeH
IIPOXOAUTh NPOLENYPY UACHTUDHUKALMY U ayTEeHTHU(PUKALIUHY, a 3aT€M, IIPU MOMbITKaX MOIy4YEeHUs
J0CTyIa K aKTHUBaM, — aBTOPU3ALHIO, T.€. IPOBEPKY pa3pelieHuit [1obp30BaTesns no OTHOIIEHUIO K
KaKoMy-JIN0O 3alIMI[aeMOMY aKTUBY. 5



B AUC noctyn k uHGOpMALUU JOJKEH OBITh pa3pelieH TOJIbKO YHOJHOMOYEHHBIM Ha 3TO
IMTonw30BaTensaMm.

[IpaBa nocryna cyObEKTOB K 0OBEKTY JOJKHBI 3aKPEIISATHCA COOTBETCTBYIOLINM MPUKa3aM
nupekTopa Komiemxka

2.2. Aynut cucteM 6e30IacHOCTH

AWC nomkHa obecrieurBaTh HA0Op CPEACTB ayAuTa, MPEeIHA3HAYCHHBIX 11 MOHUTOPUHTA U
0OHapy’KeHHs HeXKENaTEIbHBIX YCIOBUN, KOTOPBIE MOTYT BO3HHKHYTh, & TAK)KE COOBITHH, KOTOpBIE
MOTYT TMPOU30UTH B cuUcTeMe. MOHUTOPHHT OTHOCSIIUXCS K O€30MacHOCTH COOBITUH JTOJKEH
II03BOJIATH 06Hapy)KI/IBaTI> HﬁpquITGJIGﬁ 6G3OHaCHOCTI/I, a TaKXC BbIABIISATH IIOIIBITKH
HeCaHKITMOHUpoBaHHOTO nocTyma Kk AWC wunm goctyma k 3amuiaemor uwHbopmarmu. B
YaCTHOCTH, OIIPENENISAS OJINTUKY ayIUTa, YIIOJTHOMOUYEHHBIH aqMuHuctparop AVC nomkeH uMeThb
BO3MOKHOCTh OCYIIECTBIIATH ayJIUT TOJHKO HEOOXOAMMBIX THUIIOB COOBITHI 0€30MacHOCTH, TAKUX
KaK HeyJauHble MONBITKM MOAKIIOYeHUs nosb3oBarened k AVC. 3amnuce pe3yapTaToB ayauTta
CcOOBITHI 0€30ITaCHOCTH JOJKHA OCYIIECTBISATHCS B KYpPHAJIbl PETUCTPAIIMU COOBITUH ayawTa,
JIOCTYTI K KOTOPOMY JIOJDKEH OBITh pa3pelleH TOJIbKO YIOJIHOMOYeHHOMY aamuHucTparopy AUC.

2.3. WNnentudukanus u ayTeHTHPUKAIUS

AMUC nomxHa TpeOoBaTh, 4TOOBI BCE CYOBEKTHI JOCTYIA YHUKAIBHO UICHTU(UITUPOBAIUCH U
ayTeHTHGUIUpoBanuch mpu goctyne k AMC ¢ momompio BBoAa HACHTH(GHUKATOPA W IMAPOJIS.
WNnentndukanus u ayTeHTU(UKANMUS HODKHBI OCYIIECTBIATHCS JO BBIIOJHEHUS CYOBEKTOM
nocTyra kakux-nmoo nericteuil. AC gomxHa noaaepxuBaTh ayTeHTHGUKanuio. [lonb3oBaTenei
BMeCTe C ux apropusaunueil. [Ipenycmarpusaercs, uro asropusanus [lonb30BaTenei npencrasiser
Ha4yaJIbHBIA YPOBEHB /IS Pa3peIIeHus JOCTyNa K JOKAIbHBIM U CETEBBIM peCypcaMm.

AUC nomxkna obecrieunBaTh XpaHeHUE maposiei B mpeodpazoBanHoM hopmate. AUC nomknaa
MPEIOCTABISATh CPEJCTBA YCUIICHHS 0€30MacHOCTH MapoJield Yepe3 MCIMOJIb30BaHNE MEXaHU3MOB,
MO3BOJIAIOIIMX ONPENEIUTh MHUHUMAIbHYIO JJIUHY, BpeMs JelcTBUS (MUHUMAlbHOE W
MaKCHUMaJbHOE), 331aTh TpeOOBaHNE YHUKALHOCTH U BPEMsI CMEHBI ITapoJIsl.

AUC nomkHa MpeoCcTaBIsITh MEXaHU3M OJIOKMPOBAHUS YUETHOM 3aIMCH TTOJI30BATENS MTOCIIE
OTIPEICIEHHOTO KOJMYECTBA MOMBITOK BBOAA HEMIPABIIIBHOTO UMEHH H/HIIM TIAPOJIS TTOJTH30BATEIs
no ee pazomokupoBanus aamuHUcTpaTopoM ANC wiam 1o MCTEYCHWH BpPEMEHU JEHCTBHS,
3aIaHHOTO JIJISl CUETYHKA OJTOKHPOBKH.

2.4. 3amuTa cucTeMbl 6€30MaCHOCTH

ANC nomkHa TPEemOCTaBIATH s BO3MOXKHOCTEH JUIsl OOECHEYCHHS 3allUThl CHUCTEMBI
Oe3omacHOCTH. M30mslus MpOLEecCOB W MOMJEpKaHUs JIOMEHa Oe30MacHOCTH JIOJKHBI
obecrieunBath Oe30macHOe BhITTONTHEHUE GyHKIMA cuctembl Oe3onacHocTH AVIC. Bo3MokHOCTD
OCYILIECTBIICHHS MTEPUOANYECKOTO TeCTUpOBaHUA cpeabl GpyHkunonupoBanus AVC (ammapaTHon
YacTH) M, COOCTBEHHO, caMux (GyHKIHUN cuctembl Oe3omacHoctu AVC momkHO obecrieunBaTh
nojajepKaHue yBepeHHocTH anMuHuctparopa AMC B ENOCTHOCTH H  KOPPEKTHOCTH
GyHKIMOHUPOBAHUS (DYHKITUI CUCTEMBI 0€30MTaCHOCTH.

3. OcHogHble YYHKUUOHAIbHBIE 803MOHCHOCHU NOGBIULEHUA HADEHCHOCIU

ANC nomxHa obecriednBaTh HAASKHYIO 3alIUTY JAHHBIX OT HEMPEIBUACHHBIX COOEB WM
OTKa30B CHUCTEMBI, 00ecTeurBas CIEAYIOLIIE BO3MOKHOCTH 110 TOBBIIIECHUIO HAJEKHOCTH.

3.1. PesepBHOE KOMMUPOBAHUE JAHHBIX

B AUC nomxHbl BXOJUTH CTaHAAPTHBIE CPEACTBA MPEAOTBPAILICHUS MOTEPU JAHHBIX M UX
BOCCTAHOBJIEHMSI B CiIy4yae BO3MOXKHBIX cOoeB. MMeromuecs: cpeicTBa pe3epBHOIO KOMUPOBAHUS
JTOJKHBI  TIpenocTaBisaTh [lonmp3oBarensiM  BO3MOXHOCTh BbIOOpAa pa3iMYHbIX CTPATErHid
pEe3epBHOTO KOMUPOBaHUs, 00ECIICYNBAIONINX HEOOXOAUMBIN YPOBEHB 3aIlIUThI JAHHBIX B CIy4ae
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BO3HUKHOBEHHUs cO0eB B paboTe cuctembl, ipu 3ToM [lob30BarensM J0KHA TPEIOCTABISATHCS
BO3MOJKHOCTbh BBIIIOJIHEHUSI PE3EPBHOIO KOMHWPOBAHUS JAHHBIX HAa HECHEMHBIE M CHEMHBIC
YCTPOMCTBA XPaHECHUS.

3.2. BoccTaHOBIEHHE CUCTEMBI

OYHKIHUOHAJIBHBIE BO3MOKHOCTH BOCCTAHOBJICHUSI CUCTEMBI JJOJIKHBI IO3BOJIATH BO3BpAIIaTh
AMUC B cocrosinue, npeamectByromiee cooro. [Ipu stom B AVIC He TODKHO MPOUCXOAUTH TTOTEPH
(;Tm60 MOTEePH TOJKHBI OBITh MUHUMAJIBHBI) U UCKAKEHUS JTaHHBIX.

3.3. CpencrBa aAMUHUCTPUPOBAHHUS, YIIPABICHUS U ITOAICPKKU

B cocraB AUC nomxHbBI OBITh HHTETPUPOBAHBI TpaQUUECKUE CPEACTBA AAMUHUCTPUPOBAHHUS
W/WW  yTHIATHI KOMaHJHOW CTpoKH, obOecmneunBaromye 3(h(PEKTHBHOE MOJHOMACIITAOHOE H
ru0Koe ynpaBjeHue (B TOM YHUCII€ MOHUTOPHHT).

4. Cpeoa o6e3onachocmu AUC

4.1. Mopenu yrpo3 xapaktepabie 1t AVC

4.1.1. OcyuiecTBiieHHE HECAHKIIMOHUPOBAHHOIO O3HAKOMJIEHUS C II€PCOHAIbHBIMU
JIAHHBIMU PAaOOTHUKOB M 00YYaIOITUXCSI.

M cToYHHMKH YIPO3bl — BHEIIHUN 3JI0YMBIIIJICHHUK.

Cnoco6 (MeTox) peajm3amuM Yrpo3bl — TepexBarT MH(POpMAlUM W3 KaHAJIOB Iepeaadu
JAHHBIX C UCIIOJIb30BAHUEM CIELMATIN3UPOBAHHBIX IPOrPAMMHO-TEXHUYECKUX CPENICTB.

Hcnoab3yemble ysiI3BUMOCTH — BO3MOYKHBIE HEJJOCTATKH MEXaHU3MOB 3alllUThl HH()OpMaIK
opu ee Iepefadye M0 KaHajlaM Iepeladd  JaHHbIX, CBSI3aHHBIE C  BO3MOYKHOCTBIO
HECAHKIIMOHMPOBAHHOTO O3HAKOMJIEHHUS C MepeaBaeMoil HH(opMale TpeTbuxX JIULL.

Bua uHpopmanyu, NMOTEHUHAJILHO NOABEPKEHHON Yyrpo3e — IEpCOHAIbHBIC JAaHHBIC
pabOTHUKOB U 00yYarOITUXCS.

Hapymaemoe cBoiicTBO 6€30MacHOCTH — KOHPHUICHIIHATBHOCTb.

Bo3MoOkHBIE NOCJIEACTBUS pPeaJu3alUuM YIrpo3bl — HAHECEHUS MOPAIBHOIO W/MIH
MaTepHajJbHOro yuiepba nuily, GUrypupyromemMy B nepexBaueHHoW mHpopmauuu. Hanecenue
KOCBEHHOI'0 MaTepuasibHOro yuepoa Komnemxy.

4.12. OcyuiecTBlIeHHE HECAHKIMOHUPOBAHHOTO O3HAKOMJICHHS C MEPCOHAIbHBIMU
JIAHHBIMU PAaOOTHUKOB M 00YYAIOIIUXCS U UX MOIU(DHUKAIMS (B TOM YHCIIC TIOMEHA).

M cToYHHMKH YIPO3bl — BHEIIHUN 3JI0YMBIIIJICHHUK.

Cnoco6 (MeToa) peajm3ainuv yrpo3bl — mepexBaT MHPOPMAIMM W3 KaHAJIOB Iepeaadyu
JAHHBIX C HCIIOJB30BAaHUEM  CICHUATU3UPOBAHHBIX MPOTPAMMHO-TEXHUYECKUX CPE/ICTB;
MoauduKamus (B TOM YHCIIE MOJMEHA) NMepexBauyeHHOW MH(OpMaIlud W HaBS3BIBAaHUE JIOKHOU
uHpOpMaLIKH.

Hcnonb3yemble yA3BUMOCTH — HEIOCTATKM MEXaHH3MOB 3allIUThl MH(OOpPMALUU TpPU €e
nepeaaye 1o KaHajlaM Nepeaayd JaHHBIX, CBS3aHHBIE C BO3MOXKHOCTBIO HECAHKLIIMOHUPOBAHHOTO
03HAaKOMJICHHsS 1 MOU(UKAITIH (B TOM YKCIIE TIOIMEHBI) TIepelaBaeMOi HH(POPMAIIHH.

Bua uHpopmManyu, NMOTEHUHAJLHO NOABEPKEHHON Yrpo3e — IEpCOHAIbHBIC JaHHBIC
pabOTHUKOB U 00yYarONTUXCS.

Hapymaemble cBoiicTBa 6€30MacHOCTH — KOHPHICHIIMATIBHOCTb, IIEIOCTHOCTb.

Bo3mo:kHbIEe TOC/IeICTBUSI PpeaiM3alMu Yrpo3bl — HAHECEHHS MOPAIbHOTO W/HUIU
MaTepHajJbHOro ymepba iy, (urypupyomeMy B IepexBaueHHOW HWHoOpMaluud U3-3a
HECaHKIIMOHUPOBAHHOTO PACKPBHITUS KOH(PUACHLIHATLHOW HH(QOpPMAIMK WIA PacHpOCTPaHEHUs
PacKpBITHIX JaHHBIX. HaHeceHne KocBeHHOro MaTepuainsHoro yuepoa Komnemxy.

4.1.3. HapymieHue JOCTYITHOCTH, yTpaTa WM UCKaXEHUE TPEIOCTABISIEMBIX MePCOHATBHBIX
JTAaHHBIX paOOTHUKOB U 00yUaIOIIUXCsI BCIIEACTBUE COOEB (0TKA30B) MPOrPAMMHOTO U alapaTHOro
obecrieyeHus.



HcTouynnku yrpo3sl — mporpaMMHOE U anmapaTHoe oOecreueHue.

Cnoco6 (MeTox) peajam3anuu yYrpo3bl — cOouW (OTKa3bl) MPOTPaMMHOTO M ammapaTHOTO
o0ecreyeHusl.

Hcnonb3yemble YySI3BUMOCTH — HEJOCTaTKU MEXaHU3MOB 0O0ecleyeHUs] JOCTYIMHOCTH
TpeOyemoli WHGOpPMAIIMU, CBSI3aHHBIE C BO3MOXHOCTHIO OJIOKMPOBAHHS TPEIOCTABICHUS
uH(pOpMallU Ha HEJIOIYCTUMOE BpeMs.

Bua uHpopmManuu, NMOTEHUHAJILHO NOABEPKEHHON Yyrpo3e — IEpCOHAIbHBIC JAaHHBIC
pabOTHUKOB U 00yYaeMBIX.

Hapymaemoe cBOicTBO 0€30MIaCHOCTH — JOCTYITHOCTh, JOCTOBEPHOCTD.

Bo3mo:kHbIEe TOC/IEICTBUSI peaju3alMd yYrpo3bl — HApylIeHHE CO CTOPOHBI
00pa3oBaTEeNbHOTO YUPEKACHHUS B3SITBHIX Ha ceOsl 0053aTeNbCTB MO 00pabOTKE MEPCOHATBHBIX
JaHHBIX PaOOTHUKOB M OOYYaIONIMXCSA M MOXET IMPUBECTH K MPSAMOMY HIH KOCBEHHOMY
MaTepHaTbHOMY yIIepOy 00pa3oBaTEILHOMY YUPEIKICHHUIO.

4.1.4. HapymeHue COTJIaCOBaHHOCTH JAQHHBIX B IEPCOHAIBHBIX TaHHBIX PAOOTHHKOB H
o0yyaromuxcs BeJieACTBHE ¢O0eB (0TKAa30B) MPOrPaMMHOTO U allIapaTHOT0 00ECTIeUeHHSI, a TAK)KE
omMOO0K MepcoHaa 00pa30BaTEIHLHOTO YUPEIKICHUS.

Hcrounnkm yrpo3sl — TporpaMMHOE W anmaparHoe oOecmeueHue, IepcoHal
00pa30BaTeNbHOTO YUPEKICHHUSL.

Crnoco0 (MeToa) peanu3amuu yrpo3bl — cOou (OTKa3bl) IPOrpaMMHOTO OOecredyeHus U
OImMOKH TIepcoHaja 00pa3oBaTEILHOTO YUPEKIACHHUS.

Hcnoab3yemble YyA3BUMOCTH — HEIOCTaTKH MEXAaHHU3MOB 00ECHEUEHHS! COTJIaCOBAaHHOCTH
nanHbiX B B/l AUC, cBs3aHHBIE C BO3MOKHOCTBIO HAPYIIEHUS COTJIACOBAHHOCTH.

Bua uHpopmManyuu, NMOTEHUHAJLHO NOABEP:KEHHON Yrpo3e — IEpCOHAIbHBIC [JaHHBIC
pabOTHUKOB U 00yJarOITUXCS.

Hapymaemble cBoiicTBa 0€30MaCHOCTH AKTUBOB — JIOCTOBEPHOCTb, LIEJTOCTHOCTD.

Bo3mo:kHbIE TOC/IeICTBUSI peajii3allMi YIrpo3bl — PacCcOrjlacOBaHHE B IEPCOHAJIBHBIX
JAaHHBIX paOOTHUKOB M o0yuyaeMbiX, XpaHuMbIX B BJ[ AUC, uTo, B cBOIO Oouepe/b, MPUBEAET K
BO3MO)KHOMY HAHECEHUsS MOPaJIbHOTO W/WIM MaTepuagbHOTO Yyiiepda o00pa3oBaTeIbHOMY
YUPEKACHUIO.

4.15. OcymiecTBaeHue J0cTyma (O3HAKOMJICHHSI) C  TEPCOHAIBHBIMU  JTaHHBIMU
oOyuyaromierocsi, XpaHUMbIMH U oOpabateiBaeMbiMu B AMC, 06e3 cormacus cyObekra
MEPCOHAIBHBIX JaHHBIX UJIM OKOHYaHUS CPOKa JEUCTBUS TaKOTO COTIacHsl.

HcTounnkm yrpo3bl — yroJIHOMOYEHHBIE Ha JIOCTYT K TIEPCOHANBHBIM JJAHHBIM BHYTPEHHHUE
Y BHEIIHHE [10JIb30BATEIH.

Croco0 (MeToa) peajim3anmu yrpo3bl — OCYIIECTBIEHUE JOCTyIIA K IEPCOHATIBHBIM JaHHBIM
0o0yyaroIuXcss C MCIOJIB30BAaHUEM IUTAaTHBIX CPEICTB, IPEAOCTABISAEMBIX MPOrPAMMHO-
anmapatHbiM obecnieuennem AVC.

Hcnonab3yemble ysi3BUMOCTH — HEJOCTaTKH MEXAaHU3MOB 3aILUTHI MEPCOHAIBHBIX JaHHBIX
00yyYaromerocsi, CBA3aHHbIE C BO3MOXKHOCTBIO JOCTyHa K HUM 0e3 NHUCBMEHHOTO COrjacus
CyObeKTa NepCOHANBHBIX JAHHBIX MJIH I10CJIE OKOHYaHMSI CPOKA €ro JeHCTBHUS.

Bua uHpopmManuu, NMOTEHUHAJILHO NOABEPKEHHON Yyrpo3e — IEpCOHAIbHBIC JAaHHBIC
oOydJaronuxcs.

Hapymaemble cBoiicTBa 6€3011aCHOCTH — KOHPHUACHITHATHHOCTD.

Bo3mo:kHbIe OCJeACTBHSA PeaiM3alui YIPO3bl — HECAHKIIMOHUPOBAHHOE 03HAKOMIIEHHE C
NEPCOHAIBHBIMU JJAaHHBIMM BEJIET K HAHECEHHMIO MOPAJIbHOIO M/WIM MaTepUanbHOro yliepoa
o0yuyaromemMycs U3-3a HECAaHKLIIMOHUPOBAHHOT'O PACKPBITHSI KOH(PUACHIIMATEHOW HHPOPMALIUH.

4.1.6. Buenpenue B MH(QOPMAITMOHHYIO CHCTEMY 00pa30BaTEIbHOTO YUPEKICHUS BUPYCOB U
JPYroro BPEAOHOCHOTO IPOTPAaMMHOTO OOECIICUYeHHs IPH B3aWMOJCHCTBHM C BHEIIHHMH
CHCTEMaMH, a TakKe TI0Jb30BaTeIIMU C HOCHUTENeld HMH(POpPMAlUM, HUCHOJIb3YyEMBIX Ha
ABTOMATU3UPOBAHHBIX PA00OYNX MECTAX.

Hcrouynnkm yrpo3sl — BHYTPEHHHE IIOJIb30BaTEeIM U MEPCOHAT 00pa3oBaTEIbHOTO
yUpEXJICHNS, BHEITHUE CHCTEMBI.

Cnoco0 (Meroa) peaam3anuM Yrposbl — gﬂeﬂpeﬂne BUPYCOB U APYIOro BpPEJOHOCHOIO



IPOTPaMMHOTO OOECTIeYeHHUs IPH B3aUMOJICHCTBUHU C BHEIIHUMHU cucTeMaMmHu ((aiioBbIii 0OMeH,
3JIEKTPOHHAS M0YTa U T.II.), @ TAaK)Ke MPU UCIOIB30BaHUU ChEMHBIX HOCUTENEeH MHpOpMaluu Ha
aBTOMATH3UPOBAHHBIX PA0OYMX MeCTax.

Hcnonb3yemble ySI3BUMOCTH — HEJOCTAaTKU MEXaHU3MOB 3alllUThl MHGOPMAIMOHHOM
CHCTEMBI 00pa30BATENBHOTO YUYPEXKJIEHHUS OT BHEAPEHHS BHPYCOB U JAPYIOro BPEIOHOCHOTO
POrpaMMHOT0 00€ecledeH s], CBA3aHHbIE C BO3MOKHOCTHbIO BHEJIPEHHS] BHUPYCOB MU JAPYTrOro
BPEIOHOCHOTO NMPOIPaMMHOI0 00ecIIeYeHusl.

Buja undopmannu, noTeHIHAIBLHO MOABEPKEHHOI yrpo3e — MpOrpaMMHOE 00ECTICUCHHE
WH()OPMAITMOHHOW CHCTEMBI 00Pa30BaTEIILHOTO YUPEIKICHUS.

Hapymaemoe cBoiicTBO 0€301aCHOCTH AKTHBOB — IIEIOCTHOCTD.

Bo3mo:kHble  MoOCJHeACTBMS  peajJii3allMd  yrpo3bl —  HapylleHHEe  PEKUMOB
(YHKIMOHUPOBAHUS HMH(POPMAIIMOHHOW CHUCTEMbI O00pA30BATEIBHOIO YUYPEXKICHHS, IOTeps
(yTpata) M HCKaKeHHE HH(POPMAIMH, CHIIKEHHWE YPOBHS 3alMIIEHHOCTH HWH(HOPMAIMOHHON
CHCTEMBI 00pa30BATEIBHOIO YyuUpexaAeHus. Bemer K BO3MOXHOMY MaTepUAIbHOMY YIIEpOy
Komnzenxka.

41.7. OcyliiecTBieHHe  HECAHKIMOHMPOBAHHBIX  HMH()DOPMAIMOHHBIX  BO3JACHUCTBUUN
(Momu¢puKkanus KOH(MUTYPALMOHHBIX JAHHBIX MPOTPaMMHO-AaNMNapaTHBIX CPEACTB, IMOAOOp
ayTeHTU(UKAITMOHHOW MHGOPMAITUU U T.1.) HAa WHPOPMAIIMOHHYIO CHCTEMY 00pa30BaTeIbHOTO
YUPEKACHUS, OCYLIECTBISIEMbIX U3 BHEIIHUX CUCTEM.

M cToYHMKH Yyrpo3bl — BHEIIHHUE 3JI0YMBIIIJICHHUKH, BHEIIHUE CUCTEMBI.

Cnocod (mMeroa) peanu3anMu Yrpo3bl — HECAaHKIMOHUPOBAHHbIE WH(MOPMAIIMOHHbIE
BO3/ICIICTBUS C UCIIOJIB30BaHUEM CIEIUAIU3UPOBAHHOTO MPOTPaMMHO-aIIapaTHOTO 00eCIeUeHHS.

Hcnoab3yemble YSA3BHUMOCTH — HEJOCTAaTKM MEXaHM3MOB 3allUThl HH(POPMALMOHHOM
CUCTEMbI 00Pa30BaTEIBLHOTO YUPEXKICHUS OT HECAHKIIMOHUPOBAHHBIX BHEIIHUX BO3ACHCTBUM.

Bua mHpopmManuu, NOTEHUHMANLHO IOABEP;KEHHOH Yrpo3e — IPOrpaMMHO-AIIapaTHOE
obecrieueHre NHPOPMAITMOHHON CUCTEMBI 00Pa30BATEIIHFHOTO YUPEIKICHHUS.

Hapymaemble cBoiicTBa 6€30MaCHOCTH AKTUBOB — KOH(UACHIIUAIBHOCTD, LIEJIOCTHOCTD.

Bo3MoskHBIE  TOCIEACTBUS  peajM3allud  yrpo3bl —  HapylLI€HUE  PEKHMOB
(GYHKIMOHMPOBAHUS MH()OPMAITMOHHON CHCTEMBI 00pa30BaTEIBHOIO YUPEKICHUS, CHIDKEHUE
YPOBHS 3aIUIIEHHOCTH UHPOPMAIIMOHHOM crcTeMbl 00pa30oBaTeNIbHOTO yupekaeHus. Bener k
BO3MOYKHOMY MaTepHalIbHOMY yIIepOy 00pa3oBaTeIbHOMY YUPEKICHUIO.

4.2. TonuTnka u neau desomacuoctu aiasa AUC

AUNC pnomxHa o0ecrieuuTh CIeI0BaHNE MMPUBEICHHBIM HIKE ITpaBUjIaM 0€301acHOCTH:

1. HomxHa ObITh oOecrieyeHa perucTpainyst M ydeT MOJydeHHus (BKJIIOYas yKa3zaHHE CpOKa
neiicTBusl) coryacus  oOywaromierocss Ha 00pabOTKy NpPEIOCTaBICHHBIX UM B
o0pa3oBaTeNbHOE YUpPEKIEHNE CBOUX NEPCOHATBHBIX JaHHBIX.

2. JlomxHa OBITh OOecrieueHa BO3MOXKHOCTH HAJCKHOTO XPAHECHHS MEPCOHATBHBIX JTaHHBIX
paboTHUKOB ¥ oOOydaromuxcs (B TEUYCHHE MACWCTBUS CPOKa TPYAOBOTO JOTOBOpa U
paspenieHust Ha 00pabOTKy MEPCOHATBHBIX JAHHBIX COOTBETCTBEHHO).

3. JlomxkHa OBITH 0OecIieueHa BO3MOKHOCTh Oe30macHoro BocctanoBieauss AVC mocie cooes
¥ OTKa30B MPOTrPaMMHOT0 o0ecrieyeHus U 000pyIOBaHHUS.

4. JlomxHa OBITH OOECTICUYeHa 3aIuTa MHPOPMAIINK, COCTABJISIONICH MTePCOHAIbHBIC JaHHBIC
pabOTHHKOB H  OOydwalomuxcsi, TMpud ee o00paboTKe, XpaHEHWH | Iepeaade
CHEIHATTM3UPOBAHHBIMU CPEJCTBAMH 3aIIUTHI.

5. JlomkHOo  OBITh  oO0ecmeueHO  HAMWYWE  HAJISKANMX,  3alWIIEHHBIX  OT
HECaHKLIMOHUPOBAHHOTO HCIOJIb30BaHUS, MEXaHU3MOB PETUCTPALMU U MPEeIyIpPeKACHUS
anmuHucTparopa AVC o mo0bIx coObITUAX, OTHOCSIIUXCS K 6e30macHocTr AVC.

6. JlomkHO OBITh 00ECTEUYEHO HAIMYME HAUICKAIIUX M KOPPEKTHO (PYHKIHOHUPYIOIINX

CpEICTB aJIMUHHUCTPUPOBAHUS 6e30MmacHOCTH nH(GOPMaLOHHON CHUCTEMBbI
00pa3oBaTeNLHOTO YUpEeXKACHHUS, JIOCTYTIHBIX TOJNBKO YIOJTHOMOYEHHBIM
aJIMUHHCTpATOpaM.



7. JomwxHbl OBITh MNPEJOCTABIEHBl MEXaHU3Mbl AayTeHTU(UKAUH, 00ecreunBaronye
aJIeKBaTHYIO 3alllUTy OT TMPSMOTO WM YMBIIUIGHHOTO HapylIeHHus 0e30macHOCTH
HapymuTCIIIMA ¢ HU3KUM NOTCHINAJIOM HAIlaACHUA.

8. HomkHBI OBITH OOECIIEYCHBI MEXAaHW3MbI TEHEpaIlH, HAJICKAIIEr0 W 3allMIICHHOTO
pacmpeseNnieHus, YHUYTOXCHHS KIIOUeBOM wuH(poOpMammu, a Takke MEXaHU3MbI
mudpoBanus, U GOPMUPOBAHUS IEKTPOHHOU MUGPOBOM MoAnucH. J[aHHbIE MEXaHU3MBI
JOJI?KHBI (bYHKLII/IOHI/IpOBaTB B COOTBETCTBHUU C CepTI/I(bI/II_[I/IpOBaHHBIMI/I AJIropuTMamMHu.

4.3. MoauTuKa 1 HeIu 6e30NacHOCTH /s cpelbl pyHKuuonupoBanus AUC

Cpena ¢pynkunonuposanusi AUC nomkHa 00ecneunTh cieI0BaHUE MPUBEICHHBIM HUXKE
npaBujiaM 0€30MacHOCTH:

1. Jlomkna ObITb oOecreuyeHAa WHXXECHEPHO-TEXHHUUYECKAs YKPEIJICHHOCTh OOBEKTOB
pasMeleHusi CUCTeMbl O00pa0OTKM, XpaHEHUs M Iepenayd HWHGOpMAIHMH, COIepiKaleH
CBEICHHUSI O IEPCOHANIbHBIX JaHHbIX.

2. OOBeKThl pa3MeIIeHUs] CHCTeMbl 00paOOTKH, XpaHEHHs M Iepenaud HHGOpMAIHH,
coJiepkallieil cBelleHUsl O MEPCOHAJIbHBIX JAHHBIX, AOJDKHBI OBITH 00OpYIOBaHBI CHCTEMOM
OXpPaHHOM CUTHAJIM3ALIMH.

3. JlomkHa OBITh HCKIIIOUYEHA BO3MOXKHOCTh HECAHKIMOHMPOBAHHOTO (PM3MYECKOTO JIOCTyHa K
IpOTrpaMMHO-aNIapaTHBIM ~ 3JIEMEHTaM CHCTeMbl 00paOOTKHM, XpaHEHUS M Meperayu
uH(pOpMaliu, coaepKalleil cBeleHNs O MePCOHAIBHBIX JaHHBIX, CO CTOPOHBI MOCTOPOHHUX
JIMIL.

4. Ha oOBekrax cuctembl 00paOOTKH, XpaHEHUS M Tepeaaud HWHGOPMAIMH, COJepKaIIeH
CBEJICHUS O TEPCOHAJBHBIX JAHHBIX, JOJDKHO OBITH OOECIIEYeHO HAlW4Me M HaJjexalnee
UCIIOJIb30BaHUE CPEACTB AHTHUBUPYCHOW 3alIMTHI, CEPTUPUIMPOBAHHBIX MO TPeOOBaAHUIM
6e3omacHOCTH. J{0KHO OBITh 00ECTIeYeHO peryIsipHOe OOHOBJICHUE aHTUBUPYCHBIX 0a3.

5. OOBEKTHI cUCTEMBI 00PaOOTKH, XpaHEHHS U TIepenaun HHGOPMAIIHH, COACPIKAIICH CBEICHHS O
NEPCOHANBHBIX JaHHBIX, JOJDKHO OBITH MOJKIIOUEHBI K BHEUIHUM BBIYHCIUTEIBHBIM CETSIM
o0liero  Moib30BaHUS C  KCHOJb30BAaHUEM  HAJUIEKAIIUX  CPEACTB  MEXKCETEBOIO
9KPaHUPOBAHUS, CEPTUPHUIIMPOBAHHBIX 110 TPEOOBAHUSAM OE30M1ACHOCTH.

6. Ha oObekTax cuctemMbl 00pabOTKH, XpaHEHHS W TMepenadd WH(OpMaiuu, cojepskamei
CBEJICHUS O TEPCOHAJBHBIX JAHHBIX, JOJDKHO OBITh 00ECHEUeHO OTCYTCTBHE HEIITATHBIX
IPOrPaMMHBIX CPEACTB, HE HUMEIONIMX OTHOLIEHHE K TMpoleccy (QYHKIMOHUPOBAHUS
00pa30BaTENLHOTO YUPEKACHUSI.

7. JlomkHBI OBITH 0OECTICUCHBI YCTAaHOBKA, KOH(GUTYPHPOBAHUE M YIIpaBICHUE MPOTPAMMHO-
anmapatHbiMu cpeactBaMu AVC B COOTBETCTBHH C PYKOBOJCTBAMH M COTJIACHO OILICHEHHBIM
KOH(pHUTYparusm.

8. Ilepconan, oTBeTcTBeHHBIH 3a agmMuHucTpupoBanue AWC, nomkeH ObITh OlaroHaeKHBIM U
KOMIIETEHTHBIM, M PYKOBOJCTBOBaTbCS B CBOEH JIEATEILHOCTH COOTBETCTBYIOIICH
JIOKYMEHTALUEM.

9. VnomHomouenHesle Ha pabory ¢ AMWC omepaTopbl MOKHBI OBITH OJIArOHAACKHBIMU,
PYKOBOJICTBOBAThCSL B CBOEH paboTe SKCIUTyaTallMOHHOM nokymeHtaumeit Ha AUC, a ux
COBMECTHBIE JICHCTBHS JOKHBI OBITH HANpaBiICHbl MCKIIOUHUTEIHHO Ha BBHIIOJHEHHUE CBOUX
(YHKIMOHATIBHBIX 0053aHHOCTEH.
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