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ABTOHOMHasi HEKOMMep4ecKasi NpodeccHoHaIbHasi 00pa3oBaTe/IbHAsH OPraHU3aL s
XYAOKECTBEHHO-T'YMAHUTAPHBIU KOJVIEJK « COAEUCTBHUE»

YTBEPXIAIO:

Hupexktop AHITOO

«XTK «COJEUCTBHUE»
A.®. ITandpunon

« » 2024 1.

IMOJIO)KEHUE
00 o0ecnieyeHUn 0€30MACHOCTH ABTOMATU3HPOBAHHON MH(POPMALIMOHHOI CHCTEMBbI

1. Obwgue nonosicenusn

Hacrosmee Ilomoxenue ompenenser TpeOOBaHUS IO 0OECIIEUCHHUIO OE30MaCHOCTH
aBTOMATHU3UPOBAHHONW HMH(OPMAIIMOHHON CHUCTEMBI (Iajnee - AHUC) B ABTOHOMHOM
HEKOMMEpPUYECKOH mpodeccuoHanbHOi oOpazoBarenbHoi opranm3aun «XYJJOXECTBEHHO-
I'VMAHWUTPAHBIN KOJUJIEJK « COJAEMCTBUE» (nanee — Komnemx).

AUC npencrasnsier coboit IT-cucremy, npeqHasHaueHHYIO Uil aBTOMATH3aIMK MIPOIIECCOB
dbopmupoBaHusi, 00pabOTKH U aHaTKU3a UHPOPMAIIUH IT0 OCHOBHBIM HAMPABIICHUSIM JIEITSILHOCTH
Komnemxa.

OcHoBHBIMU (QyHKIIMOHATBHBIMU Bo3MOkHOCTsIMA AVIC Kosutemxka sBisroTCs:

e (opMupoBaHHe, XpaHEHUE U OOHOBIICHHE CBEACHUN O CTPYKTYpe yUeOHBIX MOApa3Ie/ICHHUM
Konmenxka;

e (QopmupoBaHue, XpaHCHHE W OOHOBIEHHE CBEACHUN O MPEMOAaBaTEILCKOM COCTaBe M
COTpYIHUKAX yueOHBIX monapa3aenenuit Komemxka;

e (QopmupoBaHue, XpaHeHHE U OOHOBJIICGHHME CBeACHHMI 00 yd4eOHOU  Harpyske
MIPENoAaBaTeIbCKOr0 COCTABA;

e (¢dopMHpOBaHHE, XpaHEHHWE U OOHOBJICHUE CBEJICHHA O HAYYHOU W Y4EOHO-METOIMYECKOU
MPONYKIMK (METOJAMYECKHE PEKOMEHIAINK, yIeOHbIE MTOCOOus, MOHOTpaduu, MyOIMKaITIHN)
MPENoAaBaTeIbCKOr0 COCTaBA;

e (¢dopMHpOBaHHE, XpaHEHHWE M OOHOBJICHUE CBEICHHM 00 OOYydYaIOIIMXCS, MPOXOIAIINX
oOyuenue B Komnemxke;

e (¢dopMmHpOBaHHE, XpaHCHHUE W OOHOBIICHHE CBEJACHUN O pe3yJibTaTax ydeOHOTO Ipoliecca
(uTOTH TECTUPOBAHUS, DK3AMEHOB);

e aHanMTHYECKas 00paboTka HHMOPMAITUH O MPOBEACHNN YU4eOHOTO MpoIiecca KaK 3a OTYETHBIN
MEPUOJ, TaK U O TEKYIICH NeATEIHOCTH YUeOHBIX Toapa3aeneHuii Komnemxa.

B kauectBe nnpopmanuu, noanexaei 3amure B AVC Komemxka, paccMaTpuBaroTCs:

® TIEpPCOHAJBHBIE JaHHBIC TMPENOAABATEIHCKOTO COCTaBa M COTPYIHHUKOB  y4eOHBIX
MIOpa3/IeJICHUI;

[IOKYMEHT NMOAMUCAH 3MIEKTPOHHOW MOAMUCHIO 1
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® [EepCOHATBHBIC JAHHBIE O0YUYAIONTNXCS, TPOXOSAIINX U MPOIIEAININX 00yICHUE;
® TIEpPCOHAJBHBIC JAHHBIC AIMUHUCTPATUBHO-XO3SMCTBEHHBIX MOJIpa3IeIICHUH.

IIpu obGecneueHun 06€30MaCHOCTH TMEPCOHATBHBIX JAHHBIX B MH(POPMALMOHHOM cucTeMe
Koemk pyKoBOACTBYETCSI CIEIYIOIIUM: BBIOOP CPEACTB 3aIIUTHl WHGOPMAIMH TSI CHCTEMBI
3alIUTHl TEPCOHAIBHBIX JAHHBIX; OIpEICIEHUEe THIA YIrpo3 Oe30MacHOCTH MEepPCOHANBHBIX
JAHHBIX, aKTyaJdbHBIX JUII MH(OOPMAIIMOHHONW CHUCTEMBI, YCTAHOBJICHUE U OOECIICUCHHE YPOBHS
3alUIIEHHOCTH TEPCOHAIBHBIX B HMH(OpManuoHHOW cucteme mnpousBoautcs Kommemkem B
COOTBETCTBUU ¢ TpeOoBaHMAMHM K 3allUTE IMEPCOHAIBHBIX JAaHHBIX MPH HUX 00paboTKe B
UH(POPMALIMOHHBIX CHUCTEMax IEPCOHANBHBIX JAHHBIX, YTBEPKIEHHBIX TMOCTAHOBJICHUEM
[TpaButensctBa PD ot 1 HOs6pst 2012 1. N 1119.

OCHOBHBIMH I'pyTIIIaMH yTpo3, HA TPOTUBOCTOSIHHE KOTOPBHIM HAIPABJICHBI IIETTH U TPEOOBaHUS
0€30IaCHOCTH, SIBJISIOTCS:

¢ YI'pO3bl, CBA3AHHLIC C OCYIICCTBJICHUCM HCCAHKIIMOHUPOBAHHOTO JOCTYIIa (O3HaKOMHeHI/I}I) C
uHpopManuel, coaep)Kalieil CBENEeHUS O TMEPCOHAIBHBIX JaHHBIX pPAOOTHUKOB H
oOyyJaronuxcs, mpu ee 00paboTKe U XpaHECHUH;

® yIpo3bl, CBS3aHHBIC C HECAHKIIMOHUPOBAHHBIM KOIMPOBAHWEM (XHINEHHEM) HH(pOpMaIum,
coJiepKalieil CBeCHUs O EPCOHATBHBIX JAaHHBIX pAOOTHUKOB U 00YYaIOLIHXCS;

® yIpO3bl, CBA3aHHBIC C OCYIIECTBICHUEM JIOCTYNa K MH(OpPMAIIMH, COACPIKAIICH CBEICHUS O
NEPCOHANBHBIX TaHHBIX PAaOOTHUKOB M 00y4aromuxcs, 0e3 pa3pelieHus Ha TO ee Biaienblia
(cyOBeKTa mepcoHAbHBIX JIAHHBIX );

® yIpoO3bI, CBSI3aHHBIE C HAPYIIEHUEM TIOPSIIKA IOCTyIa K HH(DOpMAIHH, COIepIKaIliei CBEICHHUS
0 TIEPCOHABHBIX JTAHHBIX PAOOTHHKOB M 00YYarOMIUXCS, TIepelaBaeMOi 3aMHTEPECOBAHHBIM
JIUIIaM;

® yIpo3bl, CBSI3aHHBIC C NIEPEXBAaTOM HH(OPMAIUH, COAEPIKaIIel CBECHHUS O MEPCOHATBHBIX
JAHHBIX Pa0OTHHKOB M OOYYaIOUIMXCS, U3 KAHAIOB IEpelavyd JaHHBIX C WCIIOJBb30BaHUEM
CTHEeLUATU3UPOBAHHBIX POTPAMMHO-TEXHUUECKUX CPEJICTB;

e VyIpo3bl, CBs3aHHBIE C TMOTeped (yTparoi) WHpOpMAaNMH, COIEpXKAIIEH CBEACHUS O
MEPCOHANIBHBIX JTAHHBIX PAOOTHUKOB M OOYYaIOIIMXCS, BCIEACTBHE COOeB (OTKa30B)
IPOTPaAMMHOTO U alIapaTHOro oOecreueHus;

® yIpo3bl, CBSI3aHHBIC C BHEIPEHUEM KOMITBIOTEPHBIX BHUPYCOB M JIPYTOr0 BPEIOHOCHOTO
IPOTPaMMHOTO 0OecrieueHus;

@yHKUIMOHATbHBIE TPeOOBaHUS O€30MaCHOCTH OXBATHIBAIOT:

TpeOOBaHMS K OCYIIECTBICHUIO ayIuTa 0€30MaCHOCTH;

TpeOOBaHMS K 00CCTICUCHHIO TTONTMHHOCTH CyOBEKTOB 0OMeHa HH(pOpMaITuei;

TpeOOBaHUs K KPUNITOTpahUIecKOi MOIEPKKE;

TpeOOBaHUSI K 3aIIUTe WHPOPMALWHU, COACpIKANIed CBEICHHS O IMEPCOHATBHBIX JTaHHBIX
pabOTHHUKOB M 00YYaIOLIHXCS;

TpeOOBaHMs K USHTH(DHUKAIIMN U ayTeHTH(UKAIMK nojk3oBareneid AUC;

e TpeOOBaHUS K YIPABICHUIO O€30MIaCHOCTHIO;

e TpeOOBaHUS K 3aIIUTE CUCTEMbI O€30MAaCHOCTH.

2. Ocnosnvie hynkyuonanvhnoie 6o3moxcnocmu AUC, ceazannvie
c obecneuenuem 6ezonacnocmu (Zauyumou ungpopmayuu)

2.1. 3ammTa NaHHBIX HOJIB30BaTES

ANC nomxkHa OCYIIECTBIATH (YHKIMU M TOJUTUKY H30MPATENbHOTO (AUCKPEIIMOHHOTO)
ymnpaBieHus JocTynoM. M30uparensHoe ympaBieHHE OCTYIIOM JOJDKHO MPEIOCTaBIATH
BO3MOXXHOCTh OTPaHMYMBATh M KOHTPOJIUPOBATh JOCTYIl K CHCTeME M K HH(popMaimu,
cofieprKalleil CBeIeHHS O IEePCOHATIBHBIX TaHHBIX.

Kaxapti—Honab30Barenb,  HbITaloHUiCsS HOAYyUuTh,—AocTyl K —AUC, cHavana  nomKeH
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IPOXOJUTH MPOLENYPY UACHTUDHUKAIIMY U ayTEHTH(PHUKAIINY, a 3aTeM, IIPU MOMBITKaX MOTYYCHUs
JIOCTYIIa K aKTUBaM, — aBTOPU3ALIMIO, T.€. IPOBEPKY pazpemieHuil [loap30Baresns Mo OTHOMIEHUIO K
KaKoMY-JIN0O 3aIIUIIaeMOMY aKTUBY.

B AUC noctyn k uHbOpMaIu AOKEH OBITh pa3pelieH TOIbKO YIOJHOMOUYECHHBIM Ha 3TO
[Tonb3oBaressm.

[IpaBa moctyna cyOBEKTOB K OOBEKTY JTOJDKHBI 3aKPEIISATHCS COOTBETCTBYIOIIUM TIPHKA3aM
nupekropa Komnemxka

2.2. Aynur cucteM 6€30MacHOCTH

AUC nomxHa obecriedynBaTh HAOOP CPEICTB ayAUTa, PEAHA3HAYCHHBIX JJI1 MOHUTOPHHTA U
oOHapyEHUS HeXKeJaTeIbHbBIX YCIOBUI, KOTOPbIE MOTYT BO3HUKHYTb, a TAK)KE COOBITUH, KOTOPBIE
MOTYT MpPOU30UTH B cuUCTeMe. MOHUTOPHHI OTHOCSIIMXCS K O€30MacHOCTH COOBITHH TOJIKEH
MO3BOJIATh OOHApy>KMBaTh HapylIuTened Oe30MacHOCTH, a TakKe BBIABIATH MOMBITKU
HEeCaHKIMOHUpoBaHHOTO fAocTyna K AMC wunm jmoctyma K 3ammmaeMoil uHpopmarmu. B
YaCTHOCTH, ONIPEIEIISs MOJIUTHUKY ayANTa, yIIOJTHOMOYECHHBIN aqMuHUcTpaTop AUC noiKeH uMeTh
BO3MOXHOCTb OCYIIECTBISATH ayAHUT TOIBKO HEOOXOJMMBIX TUIIOB COOBITHI OE€30MAaCHOCTH, TAaKUX
KaK HEYyJauHbIC MOMbBITKU MOJKIIOYEHUs moJib3oBarenied Kk AWC. 3anuce pe3ylnbTaToB ayauTa
COOBITHI 0€30MacCHOCTH JIOJDKHA OCYIIECTBIATHCS B JKypHAIbl PErHCTPAllUU COOBITHH ayauTa,
JOCTYH K KOTOPOMY JTOJKEH OBbITh pa3pelieH TOJIbKO YIIOJIHOMOoYeHHOMY anMuuuctparopy AUC.

2.3. Unentudukanus 1 ayTeHTUPUKAIMSA

AUNC pnomxHa TpeGOBaTh, YTOOBI BCE CYOBEKTHI OCTYIA YHUKATBLHO HACHTH(PUITNPOBAIUCH U
ayreHTH(UUIMpoBanuck npu goctyne Kk AWC ¢ momomipio BBOAa HIACHTU(UKATOPA U MAPOJIL.
Unentudukanus U ayTeHTU(UKALUS JODKHBI OCYHIECTBIATHCA JO BBIIIOJHEHUS CYOBEKTOM
noctyna kakux-nmoo aevictuil. AUC nomxHa noaaep:xuBath ayTeHTuukanuio. [lonpzoBareneit
BMECTE ¢ ux aBTopusanueil. [IpenycmarpuBaercs, uro aBropusanus [lonb3oBareneii mpeacTapiseT
HAYaJIbHBIM ypPOBEHB AJIs Pa3pELICHUs 1OCTYIIA K JIOKAJIbHBIM U CETEBBIM PECypcam.

AUC nomxna obecrieynBaTh XpaHeHue naposieit B npeodpazoBanHoM Gopmare. AUC nomxna
MPEIOCTABIATh CPEJCTBA YCUJICHHsI 0€30MaCHOCTH MapoJiel yepe3 MCIOJIb30BaHUE MEXaHHU3MOB,
NO3BOJISIOIINX ~ ONPENENUTh MUHUMAJIbHYIO JUIMHY, BpeMs JeHCTBHS (MHUHUMAJbHOE H
MaKCHUMaJbHOE), 331aTh TpeOOBaHNE YHUKAILHOCTH U BPEMsI CMEHBI [TapoJisl.

AMNC nomxkHa MpeJoCTaBIATh MEXaHU3M OJIOKMPOBAHMSI YUETHOM 3aIMCH MOJIB30BaTENs ITOCIIEe
OTIpeIeNIEHHOT0 KOJMYECTBA MOMBITOK BBOAA HEMPABMIIBHOIO UMEHH HW/HIIM TIApOJIsl TOJIb30BaTENs
0 ee pas0inokupoBaHus aaMuHUCTpaTopoM AMC uIM 1O UCTEYEHMH BPEMEHH JEHCTBHS,
3aJJaHHOTO /ISl CYETYHKa OJIOKHPOBKHU.

2.4. 3amura cucteMbl 6€30MaCHOCTH

AUC npomxHa TPEeNOCTaBIATH PsAZ BO3MOXKHOCTEH Ui OOecredeHus: 3aIlUThl CHCTEMBI
Oe3omacHocTH. M30msmusi TPOIECCOB W MOANCPXKAHUS JOMEHa Oe30MacHOCTH JOJDKHBI
oOecrieunBarh Oe3omacHoe BbIMoMHeHHE GyHKUu cucremsl 6e3onacHoctu AVC. Bo3mMoxxHOCTB
OCYIIECTBIICHUS TIEPUONUECKOT0 TeCTUpOBaHus cpeanl hyHkiuonupoBanus AVC (ammapatHoii
4acTH) U, COOCTBEHHO, camux (pyHkumii cuctembl 6e3omacHoctd AVC nomkHO obOecrieunBaTh
nojAep>xaHue yBepeHHocTH anMmuHuctparopa AMC B IETOCTHOCTH W KOPPEKTHOCTH
(GyHKIMOHUPOBAaHUS PYHKUUH cHCTEMbI 0€30IaCHOCTH.

3. Ocnoenvie ¢yHKl{u0Haﬂbele 6O3MOIICHOCIMU NOBBIULEHUSA HAOCHCHOCMU

AUNC nomxHa obecnieunBaTh HAACKHYIO 3alIUTy JAaHHBIX OT HEMPEABUICHHBIX COOEB WIIU
OTKAa30B CHCTEMBbI, 00eCIIeunBasi CICAYIOIINE BO3MOKHOCTH 110 TIOBBIIIICHUIO HAJIEKHOCTH.

3.1. Pe3epBHOE KONMMPOBAHUE TaHHBIX

B AMC DOJDKHBI BXOJHTH CTAaHJAPTHBIC CPEACTBA MPECAOTBPAILICHUA IMOTEPU JAaHHBIX U HUX
LlOKYMEHTI'IOﬂI'IVICAH%[J'IEKTPOHHOVI MIOANNCHIO Aap pgﬂ pea patil pu 2L
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BOCCTAHOBJICHHSI B CTy4ae BO3MOXKHBIX cOoeB. MIMeromuecs: cpeicTBa pe3epBHOIO KOMUPOBAHUS
JTOJKHBI  TIpenocTaBisaTh [lonmp3oBarensiM  BO3MOXHOCTh BbIOOpAa pa3iMYHBIX CTPATErHid
PE3CPBHOI0 KOIMUPOBAHU, OG@CHG‘-IHB&IOH_II/IX HGOGXOI[HMBIﬁ YPOBCHB 3allIUThI JAHHLIX B CJIy4dac
BO3HUKHOBEHHUA cO0eB B paboTe cuctemsbl, mpu 3ToM [lonb3oBarensm A0KHA TPEIOCTABISATHCS
BO3MOJXHOCTb BBIIIOJIHCHUSA PC3CPBHOIO KOIMMMPOBAHHA JaHHBIX Ha HCCBCMHBIC U CHCMHBIC
YCTPOMCTBA XpaHECHMUSI.

3.2. BoccTaHOBIEHHE CUCTEMBI

OyHKIIMOHATBHBIC BO3MOYKHOCTH BOCCTaHOBIICHHSI CUCTEMBI JOJKHBI TIO3BOJISITh BO3BPAIATh
AMUC B cocrosiHme, npeamecTByomiee cooro. [Ipu stom B AVIC He AOKHO TPOUCXOIUTH TOTEPH
(6o moTepu AOKHBI OBITh MUHUMAIBHBI) U UCKKCHHS JTAHHBIX.

3.3. CpencrBa aIMUHUCTPUPOBAHUS, YIIPABICHUS U OJICPKKU

B cocraB AUC nomxHBI OBITh HHTETPUPOBAHBI TpaUUECKHUE CPEICTBA A IMUHUCTPUPOBAHMS
W/WIN YTHWINTBL KOMaHAHON CTpOKH, obecnednBaronire 3(PQPEeKTHBHOE IOJHOMACIITAOHOE WU
ruOKoe ynpaBiieHHue (B TOM YHCIIe MOHUTOPHUHT).

4. Cpeoa o6ezonacnocmu AUC

4.1. Mogenu yrpo3 xapaktepHsle 111 AUC

4.1.1. OcymecTBieHne HECAaHKIIMOHUPOBAHHOTO O3HAKOMJICHHSI C  TEPCOHAIbHBIMU
JTaHHBIMU PAOOTHUKOB M 00YYaIOIIUXCSL.

McToYHUKH Yyrpo3bl — BHEIIHUHN 3JI0YMBIIIUICHHUK.

Cnocod (mMeroa) peajm3aluM yrpo3bl — InepexBaT MHGOpPMALUK M3 KAaHAIOB Iepenadu
JAHHBIX C UCIOJIb30BAHUEM CIEIHMATM3UPOBAHHBIX MPOTPAMMHO-TEXHUYECKUX CPEICTB.

Hcnonab3yemble yS3BUMOCTH — BO3MOXKHBIE HEJJOCTATKH MEXaHU3MOB 3aIlIUTHI HH(OpMAIIUN
opu ee Tepefadye IO KaHajlaM [epelayd JaHHbIX, CBSI3aHHbIE C BO3MOKHOCTHIO
HECAHKIMOHHUPOBAHHOTO 03HAKOMJICHHS C TIepeaBaeMoii nH(opManuend TpeThUX JIUII.

Bua uHdopmManum, moTeHUMAJIbLHO TOJABEPKEHHON Yyrpo3e — IMEPCOHAIbHBIC TaHHBIE
pabOTHHUKOB M 00YYaIOLTHXCSI.

Hapymaemoe cBoiicTBO 06€30MaCHOCTH — KOHPHUICHITUATHHOCTD.

Bo3Mmo:kHbIEe TOC/IEICTBUSl PeaTM3aUUU Yrpo3bl — HAHECCHHS MOPAIBHOTO W/HMIU
MaTepHalbHOTO yiepoa iuiy, GurypupyromeMy B nepexBadeHHON uHbopmaruu. Hanecenue
KOCBEHHOT'O MaTepHalbHOTO yiiepoa Komnemxky.

4.1.2. OcymecTBieHne HECAaHKIIMOHUPOBAHHOTO O3HAKOMJICHHSI C  TEPCOHAIBLHBIMU
JAHHBIMHA PaOOTHUKOB M 00YUAIOMIUXCS U UX MOAU(HUKAIHS (B TOM YUCIIE TOJMEHA).

McToYHUKH YyIPo3bl — BHEIIIHUHN 3JI0YMBIIIUICHHUK.

Cnocod (MeToa) peanm3aunuMM yrpo3bl — IrepexBaT WH(pOpMAIMM M3 KaHAJIOB Ieperadyu
JaHHBIX C MCIOJb30BAaHUEM CIECHUATM3UPOBAHHBIX MPOTPAMMHO-TEXHUYECKUX CPEJNICTB;
MoauduKanys (B TOM YMCIIE MOAMEHA) NMepexBaueHHONH MH(OpMAIMM M HaBS3bIBAHUE JIOKHOU
uHpopmanuu.

Hcnonab3yemble ySI3BUMOCTH — HEJIOCTATKM MEXAaHU3MOB 3alIUTHl MHQOpPMAIMH TMPH €e
nepegave Mo KaHajaaM Iepeqadyd JaHHbIX, CBSI3aHHBIE C BOBMOXKHOCTBIO HECAHKIIMOHUPOBAHHOTO
O3HAKOMJICHHS M MOAM(UKALUH (B TOM YHCIIE TOJMEHBI) NIepeaBaeMoil HH(GOpMaIIHH.

Bua undopmanum, moTeHUMAJbLHO TOJABEPKEHHON Yyrpo3e — MEPCOHAbHBIC TaHHBIE
pabOTHHUKOB M 00Y4aIOLTHXCS.

Hapymaemble cBoiicTBa 6€3011aCHOCTH — KOHPHUACHIIMAIBHOCTD, 11€JIOCTHOCTb.

Bo3Mmo:kHbIEe TOC/IEICTBUSl PeATM3aAUUU Yrpo3bl — HAHECCHHS MOPAIBHOTO W/HUIU
MaTepuaJbHOrO ymiepba muiy, (urypupyromeMy B TepexBayeHHOW WHOOpMAIMU H3-3a
HECAHKIMOHUPOBAHHOTO PACKPBITUS KOH(PUACHIMATHHOW HH(YOpPMAIMH WIA PacIpOCTPAHCHUS
PaCKpBITHIX ,I[aHHI)IX HaneceHnne KOCBEHHOTO MaTepHaanoro ymep6a Konnezm(y
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JTAHHBIX PAOOTHUKOB U 00YYaOIINXCSI BCIEICTBHE COOEB (0TKA30B) MPOTPAMMHOTIO U allIIapaTHOTO
o0ecrieyeHus.

HcTouHuKH yrpo3bl — IpOrpaMMHOE U annapaTHoe odecreyeHue.

Cnoco0 (Meroa) peaau3anuu Yrpo3dbl — cOou (OTKa3bl) MPOTPAMMHOIO M aNMapaTHOTO
oOecrieyeHus.

Hcnoab3yemble YSA3BHUMOCTH — HEJOCTaTKM MEXaHM3MOB 00€CHeueHUs] JOCTYHMHOCTH
TpeOyeMori uWH(OpMaIMK, CBsA3aHHBIE C BO3MOXKHOCTHIO OJIOKMPOBAHHUS TPEIOCTABICHUS
uH(pOpMallK Ha HEJIOIYCTUMOE BpeMs.

Bua uHpopmManyu, NMOTEHUHAJLHO NOABEP:KEHHON Yyrpo3e — IEpCOHAIbHBIC [JaHHBIC
pabOTHUKOB U 00yYaeMBIX.

Hapymaemoe cBoiicTBO 6€30MaCHOCTH — JOCTYITHOCTh, TOCTOBEPHOCTD.

Bo3mo:kHbIe TOC/IeICTBUSI peaju3alMy yYrpo3bl — HapylleHHE CO CTOPOHBI
00pa30BaTEeNLHOTO YUPEXKICHUS B3ATHIX Ha ceOst 00s3aTeNbCTB MO 00pabOTKE MEPCOHATBHBIX
JTaHHBIX PaOOTHUKOB M OOYy4alOUIMXCSd M MOXKET IPUBECTH K MPSIMOMY WM KOCBEHHOMY
MaTepHaIbHOMY yIepOy 00pa30BaTEIbHOMY YUPEKICHHIO.

4.1.4. HapymieHne COTJIaCOBaHHOCTH JAHHBIX B TEPCOHAIBHBIX JaHHBIX PaOOTHUKOB W
00ydJaronuxcs BlieIcTBHE COOEB (0TKa30B) MPOTPAaMMHOTO U almapaTHOTo 00eCIIeUeHHs, a TAKKe
OMOOK TepcoHana 00pa3oBaTEIbHOIO YUPESIKICHHUS.

HcroyHuku yrpossl — TporpaMMHOE U amnmapaTHoe oOecrieueHue, IepcoHal
00pa30BaTENLHOTO YUPEKACHUS.

Cnoco6 (MeTox) peaju3anMu yYrpo3bl — cOou (OTKa3bl) MPOTPaMMHOTO OOECIeYeHUs M
OLIMOKH MepcoHaza 00pa3oBaTEIILHOTO YUPEKACHUS.

Hcnonb3yemble ySI3BUMOCTH — HEIOCTATKM MEXAaHU3MOB O0OECIEUYEHMsI COTJIACOBAHHOCTHU
nanHbIX B b/l AUC, cBg3aHHBIE C BO3MOKHOCTBIO HAPYILIEHUS COTIACOBAHHOCTH.

Bua undopmanum, moTeHUMAJbLHO TOJABEPKEHHOH Yyrpo3e — IMEPCOHAIbHBIC TaHHBIE
pabOTHHUKOB M 00YYAIOLTHXCSI.

Hapymaemble cBoiicTBa 0€30MACHOCTH AKTHBOB — JJOCTOBEPHOCTb, IIETOCTHOCTb.

Bo3MoxkHbIe MOCJEACTBUS peau3aluM YIrpo3bl — paccorjacoBaHHE B IMEPCOHAIBHBIX
JIAaHHBIX paOOTHUKOB M 00y4aembix, xpaHuMbiX B B[ AVC, 4ro, B CBOIO ouepenb, IPHUBEACT K
BO3MOXXHOMY HAHECEHUS MOPaJbHOIO W/WIM MaTepHajJbHOro yiiepba o0pa3oBaTelbHOMY
YUPEXKICHUIO.

4.15. OcymectBienne AocTyna (03HAKOMIIGHHS) C  TMEPCOHANBHBIMH  JaHHBIMU
oOywaromerocs, XpaHuMbIMH # oOpabateiBaembiMu B  AMC, 0e3 cormacus cyObekTa
MEPCOHATBHBIX JTaHHBIX WM OKOHYAHUS CPOKA JCUCTBUS TAKOTO COTIIACHS.

HcToyHMKH YIrpo3bl — YIIOJIHOMOYEHHBIE Ha JJOCTYT K MEPCOHANBHBIM JaHHBIM BHYTPEHHUE
Y BHEIIHHE [T0JIH30BATEIIH.

Cnoco0 (MeToa) peajiM3anMu Yrpo3bl — OCYIIECTBICHHE IOCTYIA K MEPCOHATIbHBIM JIAaHHBIM
06yqa10umxc;1 C HCIOJIB30BAHUCM IITATHBIX CpPCACTB, IMPCAOCTABIACMBIX NPOrpaMMHO-
anmapaTHbeIM obecriedeHueM AVC.

Hcnonb3yemble yA3BUMOCTH — HEOCTATKM MEXAHHU3MOB 3alUTHl IEPCOHANBHBIX JAHHBIX
oOyuJaromierocsi, CBsiI3aHHbIE C BO3MOXXHOCTBIO JOCTyNa K HUM 0€3 NMHCbMEHHOIO COTJIacus
cyOBbeKTa NepCOHANbHBIX JAHHBIX WJIH IOCJIE OKOHUYAHUS CPOKa €ro JAeUCTBHUS.

Bua uHpopmManuu, NMOTEHUHAJLHO NOABEP:KEHHON Yyrpo3e — IEPCOHAIbHBIC JAaHHBIC
oOydJaronuxcs.

Hapymaemble cBoiicTBa 6€30MacHOCTH — KOH(PHUIECHIIMATIHHOCTD.

Bo3MoskHbIE MOCTEACTBHS PeaJu3alii YIPo3bl — HECAHKIIMOHUPOBAHHOE O3HAKOMJIEHHUE C
NEpCOHAJIbHBIMU NAaHHBIMHU BCIACT K HAHCCCHUIO MOPAJIBLHOI'O /U MaTCpUuaJIbHOTO ymep6a
oOyuJarolieMycst U3-3a HECAaHKIIMOHUPOBAHHOTO PACKPBITHS KOH(UIECHIINATLHON HHPOpMAIIIH.

4.1.6. Baenpenue B HHPOPMAIMOHHYIO CHCTEMY 00pa30BaTEIbLHOTO YUPEKICHUS BUPYCOB U
JIPYTOro BPEJOHOCHOTO MPOrPaMMHOTO O0OeCNedYeHHuss TpHU B3aUMOJCUCTBUU C BHENIHUMH
CHUCTEMaMH, a TakKe TI0JIb30BaTeIIMA C HOCHTENeld WH(QOpPMAaluM, HCIOIb3yeMbIX Ha
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Hcrouynnku yrpo3sl — BHYTPEHHHE IIOJIb30BaTEeIM U MEPCOHAT 00pa3oBaTEIbHOTO
YUpEXKJICHUS, BHEIIHUE CUCTEMBI.

Cnoco0 (Meroa) peaquM3anmuM Yrpo3bl — BHEIPEHHE BUPYCOB U JIPYroro BPEIOHOCHOTO
MIPOTPaMMHOTO O0ECTIEYCHUS PU B3aMMOJICHCTBHH C BHEITHUMH cucTeMaMH ((haiaoBbiii 0OMEH,
3JIEKTPOHHAS TOYTa U T.II.), @ TAKXKE MPH UCIOJIH30BAHUU ChEMHBIX HOCHUTENeH MH(POpPMALUU Ha
ABTOMATHU3MPOBAHHBIX pabOYMX MECTax.

Hcnoab3yemble YSA3BHUMOCTH — HEJOCTaTKM MEXaHM3MOB 3allUThl HH(POPMALMOHHOM
CUCTEMBbl 00pa30BaTEILHOIO YUPEXKIEHUS OT BHEIPEHUS BUPYCOB M JAPYroro BPEIOHOCHOTO
IPOrpaMMHOT0 00€CIeYeH s], CBA3aHHbIE C BO3MOKHOCTHIO BHEJIPEHHS] BHUPYCOB MU JAPYTroro
BPEIOHOCHOTO NMPOIPaMMHOI0 00ecIIeYeHusl.

Buja undopmannu, noTeHIHAIBLHO MOABEPKEHHOI Yyrpo3e — MPOrpaMMHOE 00ECTICUCHHE
UH(POPMALIMOHHOM CUCTEMbI 00Pa30BATEIBHOTO YUPESIKICHHUS.

Hapymaemoe cBOiCTBO 0€30MaCHOCTH AKTUBOB — I1€JIOCTHOCT.

Bo3MoxkHbIE  MOCJHAEICTBHSI  peajiM3alluM  yIpo3bl —  HapylIeHWE  PEKUMOB
GYHKIIMOHUPOBAHUST HMHPOPMAIIMOHHON CHCTeMbl 00pa30BaTeNIbHOTO YUPEXKICHHUS, MOTeps
(yTpata) M HCKakeHHMe WH(OpPMAalUW, CHI)KEHHE YPOBHS 3aIIMIICHHOCTH HH(OpMAIMOHHON
CUCTEMBbl 00pa30BaTENbHOIO YUpexkAeHHs. Beaer K BO3MOXKHOMY MaTepHalbHOMY YyHIepOy
Konnemxa.

4.1.7. OcymecTBlIeHHEe  HECAHKIIMOHUPOBAHHBIX  MH(POPMAIMOHHBIX  BO3ACHCTBUI
(Momudukanus KOHPHUTYPAIMOHHBIX JAHHBIX MPOTPAMMHO-ANMNapaTHBIX CPENCTB, IMOA00D
ayTeHTH(PUKAIMOHHOM MH(OPMAIIMU U T.I.) HA UHPOPMALMOHHYIO CHCTEMY 00pa30oBaTeIbHOIO
YUPEXKIEHUS, OCYILIECTBISEMBIX U3 BHEIIIHUX CUCTEM.

HcTouynnku yrpo3sl — BHEUTHUE 3JI0yMBIIIUICHHUKY, BHEIITHUE CUCTEMBI.

Cnocod (mMeToa) peajau3anMu Yrpo3bl — HECAHKIIMOHUPOBAHHBIC HWH(POPMAIIMOHHBIE
BO3JICHCTBUS C UCTIOJIB30BaHUEM CIIEITUATM3UPOBAHHOTO MPOTPAMMHO-ANIapPaTHOTO 00ECIICUEHUS.

Hcnonb3yemble YySI3BUMOCTH — HEJOCTaTKM MEXaHU3MOB 3alllUThl MHGOPMAIMOHHOMN
CUCTEMBI 00Pa30BATEIBLHOTO YUPEKICHUS OT HECAHKIIMOHUPOBAHHBIX BHEIIHUX BO3ACHCTBUA.

Bua undgopmanumn, nmoTeHIHMAIBHO NMOJABEP:KEHHOH Yrpo3e — IporpaMMHO-anmnapaTHOE
o0ecrieyeHre NHPOPMALIMOHHON CUCTEMbI 00Pa30BATENBHOTO YUPEIKICHHUS.

Hapymaemble cBoiicTBa 6€3011aCHOCTH AKTHBOB — KOHPHUACHITMATHHOCTb, IETOCTHOCTD.

Bo3Mo:kHbIE MOCAEACTBUSI  peajM3allud  yrpo3bl —  HapylleHUE  PEKHUMOB
GyHKIIMOHUPOBaHUS UH()OPMALIMOHHOM CUCTEMBI 00PAa30BATENBLHOTO YUPEKACHUS, CHIDKEHNE
YPOBHSI 3aIIUIIEHHOCTH HH(OPMAITMOHHON CHCTEMBI 00pa30BaTEIbHOIO yupexaeHus. Bener k
BO3MOXHOMY MaTepHalibHOMY yiiepOy 00pa30BaTeIbHOMY YUPEKICHHIO.

4.2. IToauTnka U neau oesomacuoctu aiasa AUC

AUC nomxHa obecneunTh cleI0BaHNe IPUBEICHHBIM HUKE IIPaBUiIaM OE€30MIaCHOCTH:

1. JHomxHa ObITh oOecrieyeHa perucTpaiys M ydeT MOJydeHHus (BKJIIOYas yKa3zaHHE CpOKa
NENCTBUSI) corjlacus oOydaromerocss Ha 00paOOTKy TMpEJOCTAaBICHHBIX UM B
00pa3zoBaTeNbHOE YUPEXKIEHHE CBOMX MEPCOHAIBHBIX TAaHHBIX.

2. JlomxkHa OBITH oOecriedeHa BO3MOXXHOCTh HAJIC)KHOTO XPAHECHHUs NEPCOHAIBHBIX JTaHHBIX
pabOTHHKOB W oOydJarommxcs (B TEUCHHE JEUCTBUS CpOKa TPYJAOBOTO JOTOBOpA H
paspernieHus: Ha 00pab0TKy epCOHANBHBIX JaHHBIX COOTBETCTBEHHO).

3. JlomxkHa ObITH 00OecIieueHa BO3MOXXHOCTh Oe3omacHoro BoccranoBienus AVC nocie cooeB
¥ OTKa30B MPOTPAMMHOT0 00ECTICUCHHS M 000Dy TI0BaHUS.

4. JlomxHa ObITh oOecrieyeHa 3anuTa HHPOPMAIUH, COCTABIAIONICH MepCOHATbHbIC TaHHBIC
paOOTHHKOB U oOywaromuxcs, 0pu ee o0paboTke, XpaHEHWH U Iepenaye
CTICIMATM3UPOBAHHBIMU CPEICTBAMH 3aIUTHI.

5. JlomkHO OBITH o0ecrieueHo HaJInyue HaJIeKaIUX, 3aIUIEHHBIX oT
HECAHKIIMOHMPOBAHHOTO HCIIOJIb30BAaHMS, MEXaHU3MOB PErHCTPALMU U MPEIyNPEeKICHUS
agmuaucTpaTopa AUC o mo0bIX cOOBITUAX, OTHOCATITUXCS K Oe3onmacHocTH AUC.

6. JomwkHO OBITh O0ECleYeHO HAIMYHME HAUIeKAIUX M KOPPEKTHO (HYHKIIMOHHPYIOIIUX

CPTAUTB AdAMUHNCIPDHUPUBAHA UC501IIaCHOUTH l/lﬂlJPUpMdLll/lUHHUﬁ CHCICMbI
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00pa30BaTeNLHOTO YUpEeXKACHHUS, JIOCTYTIHBIX TOJNBKO YIOJTHOMOYEHHBIM
aJIMMUHHUCTPATOPaM.

7. JlomkHBI OBITH TPEAOCTABICHBI MEXAaHWU3MBI ayTCHTH(UKAIMH, O00ECIIeUnBarOIINE
aJICKBAaTHYIO 3allUTy OT NPSIMOTO WJIM YMBIIJICHHOTO HAapyIIeHHs Oe30MacHOCTH
HaApPYIIUTEISIMU C HU3KUM TIOTEHIIMATIOM HallaICHHS.

8. JlomkHBI OBITH OOECIEUEHBI MEXAHW3MbI TE€HEPAIMH, HAIJICKAIIETO W 3allUIICHHOTO
pacmpesieieHusi, YHUYTOXCHHS KIIOUeBOM wuHpOpMamuu, a Takke MEXaHU3MbI
mudpoBanus, U GOPMUPOBAHUS IEKTPOHHOU MUGPOBOM moAnucH. J[aHHbIE MEXaHU3MBI
JOJKHBI ()YHKITMOHUPOBATH B COOTBETCTBUU C CEPTUDUIIUPOBAHHBIMH AITOPUTMAMH.

4.3. MoauTuKa 1 Heu 6e30nacHOCTH /s cpelbl pyHKkuuonupoBanus AUC

Cpena ¢pynakunonuposanusi AIC nomkHa 00ecneunTh cieI0BaHUE MPUBEICHHBIM HUXKE
npaBujiaM 0€30MacHOCTH:

1. Jlomkna ObITb oOecriedyeHAa WHXXCHEPHO-TEXHHUUYECKAs  YKPEIJICHHOCTh OOBEKTOB
pasMeleHusl CUCTeMbl O00pab0OTKM, XpaHEHUs W Iepenaud HWHGOpMAIMH, COIepiKaleH
CBEJICHUS O MEPCOHAIBHBIX IaHHBIX.

2. OOBeKThl pa3MeIIeHUs] CHCTeMbl 00paOOTKH, XpaHEHHs M Iepenaud HHGOpPMAIHH,
coJiepKalleil CBEIEHUs O NMEPCOHAIbHBIX JaHHBIX, JOJKHBI ObITb 00OpPYIOBAaHBI CUCTEMOM
OXpPaHHOM CUTHAJIM3ALIMH.

3. JlomxHa OBITh MCKJIIOUEHA BO3MOXHOCTh HECAHKIIMOHMPOBAHHOTO (PM3NYECKOT0 JOCTyNa K
pOTpaMMHO-aNNIapaTHBIM ~ 3JIEMEHTaM CHCTeMbl 00paOOTKHM, XpaHEHUS M Meperayu
UH(pOpMALIUH, COAEPIKAIEeH CBEACHUS O NMEPCOHAIBHBIX JaHHBIX, CO CTOPOHBI IOCTOPOHHHUX
JIMIL.

4. Ha oOwekrax cucrembl 00paOOTKH, XpaHEHUS M Tepeaadyd HWHGOPMAIMH, COJepKaIIeH
CBEJICHUS O TEPCOHAJBHBIX JAaHHBIX, JOJDKHO OBITH OOECIIEUeHO HalM4Me M Hajjexalnee
UCIIOJIb30BaHUE CPEICTB AHTUBUPYCHOM 3alUTHI, CEPTHU(PUUUPOBAHHBIX MO TPeOOBAHUAM
6e3omacHOCTH. J{oKHO OBITH 00ECIeUeHO peryIsipHOe OOHOBJICHNE aHTUBUPYCHBIX 0a3.

5. OOBEKTHI cUCTEMBI 00PaOOTKH, XpaHEHHS U TIepenaun HHGOPMAIIHH, COACPIKAIICH CBEICHHS O
NEPCOHANBHBIX JaHHBIX, JOJDKHO OBITH MOJKITIOYEHB! K BHEUIHUM BBIYMCIHTEIBHBIM CETSIM
o0IIero  MOJIb30BaHUSI C  HUCIOJb30BAHMEM  HAAJIEKAIIUX  CPEACTB  MEXKCETEBOTO
9KPaHUPOBAHUS, CEPTUPHUIIMPOBAHHBIX 110 TPEOOBAHUSAM OE30MIACHOCTH.

6. Ha oObekrax cuctembl oOpabOTKM, XpaHEHHs W Tepeaadn HH(OpMaIH, coneprKarieit
CBEJICHUSI O MNEPCOHAIbHBIX JAHHBIX, JOJDKHO OBITh O0ECHEUEHO OTCYTCTBUE HEIUTATHBIX
IPOTPAMMHBIX CpPEICTB, HE HMEIOMIMX OTHOLICHHE K Tporeccy (QyHKIMOHUPOBAHUS
00pa30BaTEILHOTO YUPEXKACHUS.

7. JlomwkHBI OBITH OOEcleYeHbl yCTaHOBKA, KOH(PHUIYpHpPOBaHHWE M YIIpaBICHHE HPOTrPaMMHO-
anmapatHbiMu cpeactBaMu AVC B COOTBETCTBHH C PYKOBOJICTBAMH M COTJIACHO OIICHEHHBIM
KOH(pHUTyparusm.

8. [Ilepconain, oTBeTcTBEHHBIN 3a ammMuHucTpupoBanue AVC, mommkeH ObITh OiaroHajeKHbIM U
KOMIIETEHTHBIM, W DPYKOBOJICTBOBaTbCS B CBOCH JEATEIBHOCTH COOTBETCTBYIOILIECH
JTIOKYMEHTaIIUEH.

9. VnonnomouenHble Ha paboty ¢ AMC omepaTopsl OODKHBI OBITH OJarOHaAEKHBIMU,
PYKOBOJICTBOBAThCSL B CBOEH paboTe SKCIUTyaTallMOHHOM nokymeHtaumeil Ha AUC, a ux
COBMECTHBIE JACHCTBUS JOJKHBI ObITh HAIIPABICHBI MCKIFOUUTENIBHO HA BBINOJHEHHE CBOMX
(YHKIMOHATIBHBIX 0053aHHOCTEH.
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